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Abstract

The convergence of Operational Technology (OT) and Information Technology (IT) has heightened risks for critical
infrastructure (CI) and industrial control systems (ICS), leading to a surge in diverse and sophisticated OT attacks
with severe consequences. Thus, this study combines the Diamond Model with the Cyber Kill Chain to analyze
potential attack paths and methods in the GhostSec case, where attackers compromised a Berghof PLC to demonstrate
their access capabilities. Understanding these attack paths offers valuable insights into adversary strategies, aiding in
the development of defense measures to prevent similar attacks.

Keywords: Industrial Control Systems, Diamond Model, ICS Cyber Kill Chain, Cyber threat intelligence

1. Introduction

The convergence of Operational Technology (OT) and
Information Technology (IT) has significantly reshaped
the security landscape of critical infrastructure (CI) and
industrial control systems (ICS). While traditionally
isolated ICS systems were not designed with robust
security measures, increasing internet connectivity has
exposed them to vulnerabilities [1] [2]. Tools like Shodan
further exacerbate these risks by identifying internet-
facing ICS devices, creating opportunities for remote
exploitation [3].

The increasing frequency and sophistication of OT-
targeted attacks underscore the urgent need for tailored
cybersecurity measures [4]. For example, during the 2021
Oldsmar water treatment attack [5], attackers attempted
to alter the water's chemical levels to hazardous
concentrations. Similarly, in the 2023 Pennsylvania
booster station attack, the attacker targeted Israeli-made
Unitronics V570 PLCs. Following the incident,
Cybersecurity and Infrastructure Security Agency (CISA)
issued an advisory highlighting wvulnerabilities that
allowed attackers to exploit default administrative
passwords and gain control [6]. These incidents underline
the evolving capabilities of adversaries and the critical
need for proactive defense strategies. This study

leverages the Diamond Model [7], enhanced with the
Activity Thread Graph, to analyze adversary behaviors in
the GhostSec case. Here, attackers compromised a
Berghof Programmable Logic Controller (PLC) to
demonstrate OT vulnerabilities [8]. By mapping attack
paths and tactics, this research emphasizes adversary
Tactics, Techniques, and Procedures (TTPs), offering
actionable insights through Cyber Threat Intelligence
(CTI), enabling the development of proactive defense
strategies to enhance the resilience of critical
infrastructure. The primary contributions of this work are:
e Application of the Diamond Model and Activity
Thread Graph to systematically analyze adversary
behaviors and attack sequences in OT environments;
e A detailed analysis of the GhostSec case, focusing on
adversary strategies and attack vectors;
e Practical recommendations ~ for  enhancing
cybersecurity in critical infrastructure environments.

2. Methodology

2.1. Diamond Model

The Diamond Model [7], shown in Fig. 1, is a cyber
threat analysis framework with four core elements:
Adversary, Capability, Infrastructure, and Victim. These
elements form a diamond-shaped structure emphasizing
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their interdependencies. Additionally, the model includes
optional meta-features for deeper analysis. In this study,
the Diamond Model is used to pinpoint adversary
objectives, identify tactics, track behaviors, and uncover
defensive opportunities.

Adversary
Meta-Features
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5. Methodology
Resources
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Fig. 1. Diamond Model

2.2. Cyber Kill Chain

The Cyber Kill Chain [9], shown in Fig. 2 and
developed by Lockheed Martin, outlines seven stages of
a cyber attack: Reconnaissance, Weaponization, Delivery,
Exploitation, Installation, Command and Control (C2),
and Actions on Objectives. Each stage represents a
critical step in the attacker’s workflow. This study applies
the Cyber Kill Chain to classify actions, map Diamond
Model events, and identify intervention points, enabling
proactive defense measures.
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Fig. 2. Cyber Kill Chain.

2.3. Activity Thread Graph
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Fig. 3. An example visualization of Activity Thread
Graph.

The Activity Thread Graph, detailed in Section 8 of [7]
and shown in Fig. 3, provides a timeline-based
visualization of attack sequences by connecting events
into a coherent flow. In Fig. 4, diamonds denote events,
while arcs indicate causal relationships. This study
utilizes the Activity Thread Graph to reconstruct and
analyze attack paths, offering a clearer understanding of
the sequence and structure of adversary activities.

@ The solid line diamond defines the actual event.

Ly | The dotted line diamond defines the hypothesis event.

—» | The solid line arc defines the causal relationship between the
event is the actual attack paths.

----- + | The dotted line arc defines the causal relationship between

B the event is the hypothesis possible attack paths.
1 The number inside the diamond defines the ID of the event.
A The number below the arc defines the ID of the causal

relationship between the event.

Fig. 4. Definition of the Activity Thread Graph.
3. Case Analysis

3.1. Case description

On September 4, 2022, the hacker group GhostSec
claimed responsibility for hacking 55 Berghof
Programmable Logic Controllers (PLCs) made in Israel,
showcasing their ability to control PLC management
interfaces. The group released videos and screenshots of
logged-in PLC interfaces as evidence of unauthorized
access [8]. Motivated by anti-Israel sentiment, GhostSec
targeted PLCs manufactured in Israel. They exploited
internet-exposed PLCs, leveraging weak passwords to
gain access and possibly undisclosed vulnerabilities for
further control. The attack highlighted the critical risks of
poor cybersecurity hygiene in industrial systems and the
need for stronger access controls and regular security
assessments. Such incidents expose vulnerabilities in
critical infrastructure, raising concerns about broader
implications for national security.

3.2. Activity Thread Graph of Diamond model

As shown in Fig. 5, the Activity Thread Graph depicts
two distinct threads representing the GhostSec attack on
Berghof PLCs. The events are mapped in Table 1, with
their corresponding causal relationships illustrated in
Table 2, and the adversary-victim pair of each thread
detailed in Fig. 6. In Thread 1, Events 01-05 describe
how the attacker leveraged OSINT, Shodan scanning, and
weak password exploitation to gain access to the target
PLC. Events 06-08 highlight the installation of
persistence mechanisms and the establishment of a
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Fig. 6. Adversary-Victim pair of each thread
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4. Conclusion

This study highlights the vulnerabilities of industrial
control systems exposed to cyber threats, demonstrated
by the GhostSec attack on Berghof PLCs. Applying the
Diamond Model and Activity Thread Graph provided
valuable insights into adversary tactics and attack
sequences, emphasizing the need for proactive defense
strategies. To enhance the cybersecurity of critical
infrastructure, this research suggests the following
recommendations:

e Strengthening Access Controls: Enforcing multi-
factor authentication, updating default credentials,
and applying strong password policies.

e Network Security Management: Disconnect PLCs
from the open internet. If remote access is needed,
enforce VPNs, firewalls, and secure remote protocols
to limit exposure and lateral movement.

e Continuous Monitoring and Threat Intelligence:
Deploying advanced threat detection systems and
leveraging Cyber Threat Intelligence (CT]I) to identify
and respond to emerging threats in real time.
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