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Abstract 

Testbeds, serving as simulations of real-world scenarios, are of paramount importance for research in cybersecurity 

related to critical infrastructure. In this paper, we aim to offer a comprehensive exploration of the MiniDAM and our 

testbed, introducing its physical settings based on real dam operational standards. Furthermore, a comparative analysis 

between the Secure Water Treatment (SWaT) testbed, MiniCPS, our testbed, and MiniDAM is presented. This paper 

also includes insights into dataset generation and the integration of other functionalities. The exposition of 

MiniDAM's features and capabilities serves as a foundation for enhancing resilience and provides valuable support 

for advancing research within the broader field of dam-related studies. 
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1. Introduction 

Critical infrastructures [1] have significantly 

enhanced our quality of life over years of development. 

Since the introduction of the Industry 4.0 [2] concept, 

ensuring the security of Cyber-Physical Systems (CPS) 

[3] has become a primary objective across various 

industrial sectors. CPS involves the seamless integration 

of computation, networking, and physical processes. 

Through CPS, we gain the capability to monitor both the 

physical processes and network traffic within a system, 

thereby enhancing overall system performance and 

resource allocation. 

However, despite the advancements, numerous 

vulnerabilities persist within the CPS of critical 

infrastructures, posing potential risks to public safety [4]. 

Dam facilities, in particular, experience failures and 

security breaches annually. The cyberattack on the 

Bowman Avenue Dam in 2013 underscored the potential 

crisis posed by malicious actors targeting these systems. 

Conversely, Some failures are attributed to anomalies in 
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inflow, often triggered by extreme weather conditions. 

For instance, the collapse of the Laos Dam and the 

Sandford Dam failure in 2018 were both consequences of 

heavy rainfall. 

The security of dam CPS can no longer be ignored 

after the tragedies that happened around the world. As a 

result, a testbed with a toolkit that contains both physical 

and network aspects of data for further research in a dam 

scenario is needed. 

2. Research Background 

Our research is primarily based on the concept of 

Cyber-Physical Systems (CPS), focusing on the 

investigation of the widely referenced SWaT Testbed [5] 

and MiniCPS [6]. Subsequently, we compare their 

features with our own testbed and toolkit. 

2.1. Cyber-Physical System 

CPS represents an innovative paradigm that 

integrates computational algorithms and physical 

processes to create intelligent and interconnected systems. 

These systems enable seamless communication and 

collaboration between the digital and physical worlds, 

allowing for real-time monitoring, control, and 

optimization of diverse applications. 

R. Alguliyev et al. [7] illuminated the principle of 

CPS operation and philosophical issues of CPS raised, 

and also proposed a tree of attacks on CPS. J. Shi et al. 

[8] described and summarized the features of CPSs, then 

three classic cases were given with research challenges 

and suggestions for future work. 

2.2. SWaT Testbed & MiniCPS 

When it comes to testbeds and toolkits in the field of 

CPS, the SWaT Testbed and MiniCPS are frequently 

referenced. 

2.2.1.  SWaT Testbed 

Secure Water Treatment (SWaT) is a water 

treatment testbed for research in the field of cybersecurity. 

SWaT consists of a six-stage process of water treatment 

with frequently used industrial components, such as 

Programmable Logic Controllers (PLCs) made by Allen-

Bradley, Human Machine Interfaces (HMIs), 

Supervisory Control and Data Acquisition (SCADA) 

workstation, Historian, etc. The SWaT Dataset 

systematically generated from the testbed is also 

provided for CPS researchers to do further analysis and 

other related works. 

2.2.2.  MiniCPS 

MiniCPS is a toolkit built on top of Mininet [9] to 

provide an extensible, reproducible research environment 

for network communications, control systems, and 

physical-layer interactions in CPS. MiniCPS was also 

used to model the communication and control aspects of 

SWaT while illuminating example applications. 

MiniCPS focuses on high-fidelity network 

emulation and being a framework for all fields of CPS. 

However, the full-fledged physical process simulation 

was considered to be out of the scope of MiniCPS since 

it does not aim to be a performance simulator. 

Furthermore, MiniCPS can only run on Linux operating 

systems due to its reliance on Mininet. MiniCPS also put 

very little emphasis on Visualization, such as Graphical 

User Interface (GUI). 

The issues mentioned above could pose challenges 

to the reproducibility of research for researchers in 

specific domains. 

3. Dam Cybersecurity Toolkit Architecture 

For the physical part of our toolkit, we utilize the 

PLCs that had been used in a real dam field environment 

in Taiwan. We also obtained the dam history log which 

consists of related information during the period, such as 

water level, opening of the gates, gates inflow, gates 

outflow, etc. 

The architecture of the dam cybersecurity toolkit is 

shown in Fig. 1. We further process the history log with 

the script based on the operational standards of the real 

dam to generate the operation log which defines how 

PLCs should work while facing the situation of the 

corresponding history log. As shown in Fig. 2, we also 

use our HMI to monitor the states of the PLCs, the overall 

operation is recorded in the database, and Modbus/TCP 

packets between HMI and PLCs are simultaneously 

 
Fig. 1.  Architecture of The Dam Cybersecurity Toolkit 
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captured using Wireshark for CPS researchers in the dam 

field to conduct further analysis and experiments that 

need related dataset, such as machine learning [10]. 

 

4. Applications of The Dam Cybersecurity Toolkit 

4.1. Dam Environment Simulation 

In contrast to MiniCPS, MiniDAM places a 

heightened focus on Cyber-Physical Systems (CPS) 

within dam field environments. Leveraging pertinent 

Programmable Logic Controllers (PLCs) and historical 

logs derived from actual usage in dam fields, we 

meticulously construct a tailored Graphical User 

Interface (GUI) to facilitate operational tasks. This 

approach enables us to bridge the gap between theoretical 

models and real-world dam scenarios. As a result, we 

generate a diverse array of datasets corresponding to 

various operational scenarios. These datasets serve as 

valuable resources for dam domain researchers, offering 

them rich materials for in-depth analysis and exploration 

of the intricacies within dam environments. 

4.2. Dataset Generation 

In addition to recording related information in the 

database during operation. Modbus/TCP packets are also 

captured using Wireshark. As shown in Fig. 3, HMI and 

PLCs communicate with each other using Modbus/TCP 

protocol. We can generate datasets for different non-

normal scenarios by modifying the logic within the script. 

As illustrated in Fig. 4, due to significant variations 

in water flow in Taiwan during the summer season, a 

comparison of the history log and dataset regarding the 

water capacity difference over the period of the summer 

of 2017 was conducted within a normal scenario defined 

according to operational standards. We observed that the 

dataset and history log exhibit similar characteristics, 

demonstrating the validity of our operation log and the 

similarity between the dataset and the actual field.  

 

 

5. Conclusion 

In this study, we introduce MiniDAM’s physical 

settings based on the real dam operational standards and 

how our toolkit differs from MiniCPS. Furthermore, we 

illustrate the features of MiniDAM, including dataset 

generation. 

In the future, we are heading to build a 

comprehensive CPS interface for the dam operations to 

extend the testbed's [11] functions. Thoroughly define 

how virtual and physical devices interface with our 

toolkit, taking into account hydrological information for 

broader watershed analysis. 
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