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Abstract

This paper introduces an innovative approach to enhance data verification and security in intelligent systems through
the integration of blockchain technology. The proposed method amalgamates the transparency and decentralization
inherent to blockchain with the command and oversight functionalities of PLC to ensure the utmost data integrity.
The devised approach synergizes the decentralized attributes of blockchain with the control capabilities of PLCs, thus
establishing robust safeguards for data integrity. Through the utilization of blockchain's tamper-resistant ledger, PLCs
orchestrate data interactions and enforce real-time monitoring and control. The viability and efficacy of this innovative
scheme are substantiated through empirical evaluations and simulations, conclusively affirming its practicality.
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1. Introduction

In recent years, with the continuous development of
industrial automation, Industrial Control Systems (ICS)
have played a crucial role in modern production
environments [1]. These systems possess complex
architectures, and their proper functioning is paramount
to ensuring the stability and efficiency of the production
process. However, with the ongoing advancement of
digital technology, industrial environments have become
more susceptible to data tampering and security threats.
Our research is based on the application of blockchain
technology, which, with its decentralized and transparent
nature, introduces a new level of data security. By

integrating  blockchain into Programmable Logic
Controllers (PLC) ensures the availability and integrity of
the data.

2. Related Work

The related work in our study revolves around the
application of Industrial Internet of Things (lloT) and
blockchain technology.

2.1. Industrial Control Systems and Blockchain

Researchers have explored the integration of
blockchain technology with Industrial Control Systems
(ICS) to enhance security and privacy within the
Industrial Internet of Things (110T). Notable studies, such
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as Z.-H. Sun et al. [2] survey of enterprise and literature
reviews to identify specific industrial requirements in
various supply chain scenarios, and G. Puthilibai et al. [3]
proposal of a secure wireless solution based on
blockchain technology for 10T, and W. Zhou and J. Jin's
development and evaluation of a distributed access
control system using blockchain and smart contract
technologies [4], collectively contribute to advancing the
understanding and application of blockchain in the
industrial domain.

2.2. Blockchain Consensus

Blockchain technology originated from Satoshi
Nakamoto's “Bitcoin: A Peer-to-Peer Electronic Cash
System” [5] and is a decentralized database technology.
Various consensus protocols, including Proof of Work
(PoW), Proof of Stake (PoS), Practical Byzantine Fault
Tolerance (PBFT), are chosen based on blockchain use
cases, performance requirements, and trust levels. The
application of PoA (Table. 1) in the Industrial Internet of
Things (I10T) is notable, providing features such as a
simplified block verification process, resulting in lower
block generation times, and consequently, improved
overall efficiency in industrial environments. X. Chen et
al. measured the latency performance of Internet of
Things (loT) applications on private Ethereum
blockchains, focusing on two consensus algorithms:
Proof of Work (PoW) and Proof of Authority (PoA) [6].
The Study show that POA Ethereum network has a lower
Block-Oriented Latency (BOL) than the PoW one due to
a simpler block verification process [7].

Table 1. PoA Overview
Energy PoA  consumes lower energy
Efficiency compared to other consensuss, making
it suitable for applications that
demand efficiency.
PoA provides higher transaction
throughput, supporting a large volume
of real-time transactions, aligning
with the needs of industrial control
systems.
Applicability | Particularly well-suited for industrial
control systems, meeting their strict
requirements for efficiency, real-time
capabilities, and security.

Transaction
Throughput

3. Methodology

3.1. System Design

By utilizing Proof of Authority (PoA) blockchain
(Fig. 1) [8] as the record framework for the industrial
control system. PoA blockchain employs an authority

node consensus mechanism where designated nodes are
responsible for generating and validating new blocks.
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Fig.1. Blockchain Structure

Clients are also participants in the blockchain
network, with their primary responsibility being the
submission of transactions or information to the
blockchain. Clients utilize the Remote Procedure Call
(RPC) protocol to communicate with blockchain nodes.
This mode of communication allows clients to send
remote requests, such as transaction submission requests,
while nodes process these requests, participate in the
consensus mechanism, and provide feedback on the final
outcomes to the clients. (Fig. 2).
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Fig.2. PoA Message Sequence Chart.

3.2. Data Analysis

By conducting tests in various scenarios using the
same Genesis Block configuration and same mining
setting to evaluate our blockchain performance [9].
Firstly, we will explore the multi-node scenario by
establishing multiple nodes to simulate a decentralized
environment, evaluating the system's performance in a
decentralized setting. Subsequently, our focus will shift
to the multi-authority scenario, where we increase the
number of authority nodes to assess system performance
in a multi-authority context. We will emphasize the
measurement of Transactions Per Second (TPS) [10],
employing different test cases and ensuring experiment
repeatability to guarantee result stability. Ultimately, we
will present the data distribution using box plots for
intuitive comparisons, coupled with statistical analysis to
gain deeper insights into the system's performance
characteristics under various conditions.
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4. Results and Discussion

4.1. System Simulation

By emulating the communication between the
Human-Machine Interface (HMI) and the Programmable
Logic Controller (PLC). The HMI, serving as an
authoritative node, is responsible for block generation,
transaction verification, as well as establishing
connections with the database (DB). On the other hand,
the PLC operates as a regular node, handling the
synchronization and reception of transactions through
client RPC. (Fig. 3).

(o

Database

Fig. 3. Integration of blockchain with PLC.

4.2. Experiment Result

We measured the service rate variations of a POA
blockchain under the same conditions for other variables
(Table 2). Specifically, we assessed the impact of
different node counts (from 1 to 3) (Fig. 4) and different
validator counts (from 1 to 3) (Fig. 5) on the Transactions
Per Second (TPS). Each scenario underwent 30 test
iterations, and each test iteration included 1000
transactions.

Table 2. experiment setting

Genesis block
Period 15 secs
Epoch 30000
Difficulty 0x010

Mining Setting
CPU Intel(R) Core(TM) i5-8250U CPU
Thread 1

Software

PoA Geth/v1.10.26-stable-
blockchain e5eb32ac/windows-amd64/gol.18.5
Client Nethereum 4.18

Industrial Control System State
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Fig. 5 TPS under different number of validators

The figures above illustrates that there is minimal
variation in Transactions Per Second (TPS) across
scenarios with 1-3 nodes and 1-3 validators. We
hypothesize that the performance of Proof of Authority
(PoA) may be more closely associated with the speed of
transmission rather than the number of nodes.

5. Conclusion

In this study, we conducted practical experiments on
the record-keeping functionality of the Proof of Authority
(PoA) blockchain in a real-world Cyber-Physical System
(CPS) environment. Additionally, we evaluated the
performance of the PoA blockchain under different node
counts and validator counts.

In the future, our focus will be on developing a
comprehensive blockchain solution for CPS, addressing
the undeniable cybersecurity needs of critical
infrastructure. We will also continue to monitor the
performance assessment of this solution.
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