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Abstract

In 2021, a water treatment facility in Florida, USA, fell victim to an external malicious attack.in this incident,
malicious actors attempted to manipulate the quantities of specific chemicals to impact water quality and safety. Given
the intricacies of abnormal operation detection in Industrial Control Systems and the advantages of finite-state
machine, we endeavored to apply this approach for the detection of abnormal ICS (Industrial Control System)
operations. We conducted a series of tests using the dam control system cybersecurity testbed established by
TWISC@NCKU, Taiwan. The results indicate that our approach effectively enhances the efficiency of identifying
non-standard operational behaviors, enabling maintenance personnel to promptly identify anomalies.
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1. Introduction

In 2021, a water treatment facility in Florida, USA,
faced an external malicious attack, where attackers
attempted to manipulate the quantities of specific

chemicals, severely jeopardizing water quality and safety.

[1] How to effectively detect abnormal operation of ICS
has become an important challenge?

The integration of FSM methods involves
comprehensive monitoring and analysis of system states
[2], such as utilizing finite state machines. Taking
equipment malfunction as an example, the awareness that
its operation may deviate from normalcy prompted the
design of a method for detection, employing FSM to

monitor changes in PLC states. This amalgamation of
state and anomaly detection enables swift identification
and response to potential issues, ensuring the stable
operation of the system.

This research focused on applying FSM methods to
detect abnormal operations within ICS, aiming to
enhance detection efficiency and accuracy. This research
uses the dam control system cyber-security testbed built
by TWISC@NCKU to conduct relevant research and
verification. The results show that the scheme is feasible
and effective, and the method can be effective at a very
low cost. It can identify non-standard operating behaviors
and help personnel identify abnormal situations
immediately.
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2. Methodology

2.1. Programmable Logic Controller

A Programmable Logic Controller (PLC) [3] automates
control by executing instructions stored in its memory.
Crucial in industries, it interfaces with systems like Finite
State Machines (FSM) for more efficient monitoring.
PLC states indicate its operations during automation.
"DI" and "DO" signify Digital Input and Output,
reflecting signal statuses (e.g., switches). "Al" and "AQO"
represent Analog Input and Output, detailing continuous
signal conditions. Together, they showcase the PLC's
performance across various inputs and outputs.

Its architecture consists of a CPU, input, and output
modules. The CPU processes logic and manages device
communication. Inputs gather data from sensors, while
outputs control actuators. This robust design ensures
stable operation in demanding industrial environments.

2.2. Finite-State Machine

In recent years, Finite State Machines (FSMs) have
been widely applied in various fields, including software
development [2] and machine learning [4]. The strength
of FSM methodology lies in its intuitive system model,
aiding in the comprehension, design, and testing of
intricate system behaviors. Its simplicity and scalability
render it an effective tool for describing and controlling
system behaviors.

In the context of anomaly detection, FSMs are
employed for modeling normal system behavior by
defining states and transitions. (Fig.1) This approach
involves monitoring system operations, detecting state
transitions deviating from expected behavior, and
providing real-time alerts. The integration of FSM-based
anomaly detection is widely adopted to enhance the
efficiency of system behavior modeling and anomaly
detection [5], highlighting the pivotal role of FSMs in

comprehending system behavior and addressing
challenges in anomaly detection.
AgotoB
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Fig. 1. Finite-State Machine

2.3. Modbus/TCP

Modbus is widely employed as a communication
protocol in industrial environments, facilitating

information exchange among industrial devices such as
PLCs and sensors [6]. Despite the convenience of
plaintext data transmission provided by Modbus/TCP, it
inherently poses potential security risks, making it
susceptible to unauthorized access and cyber attacks.

In the context of my research, using Modbus/TCP as
an example, although it facilitates communication among
industrial devices, careful consideration of associated
security risks is crucial. The use of plaintext data
transmission introduces the risk of information exposure,
thereby compromising the integrity and confidentiality of
the system. Therefore, during the implementation of
Modbus/TCP, robust security measures must be
implemented to mitigate potential risks and enhance the
resilience of critical infrastructure.

Simultaneously, by utilizing Modbus commands to
read the memory addresses of PLCs [7], specific states
such as DI and DO can be understood, with these states
stored in specific memory variable addresses. Through
Modbus queries, real-time insight into the current status
of the PLC can be obtained. This underscores the
importance, in practical applications, of handling
Modbus communication security cautiously to ensure
that the system's operation remains resilient against
potential risks and cyber threats.

2.4. Critical infrastructure testbed

The research through a series of tests conducted at
the Dam Control System Cybersecurity Testbed
established by TWISC@NCKU in Taiwan [8]. This
simulation validation ensures that the dam system
accurately and promptly responds to abnormal conditions
during actual operations. The simulation of gate control
scenarios on the testbed verifies the correct response of
gate operations to simulated abnormal events during
actual operations, ensuring the stable operation of the
dam system under abnormal conditions. This integrated
validation on the testbed contributes to ensuring the
safety and reliability of dam systems, enhancing the
efficiency of responding to abnormal events during actual
operations.

3. Construct the PLC status set based on
continuous discovery

3.1. System architecture

In response to cybersecurity and abnormal detection
issues in critical infrastructure, this paper proposes the
design of an experimental platform for simulating the
abnormal detection system of dam gates. (Fig. 2) Each
gate is operated by a Programmable Logic Controller
(PLC), which is equipped with registers for accessing
relevant instructions and data. Consequently, this
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information can reflect the current state of the
environment, such as the requirement for the abnormal
indicator light to be in the off state before any operations

can take place.
\ |
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Fig. 2. Anomaly Detection Diagram

3.2. State set construction
Virtual Dam Gate Abnormal Detection testbed

process

The testing platform employs the Modbus
communication protocol to scan the state of
Programmable Logic Controllers (PLCs). The scanning
interval is set at 0.1 seconds, with a 1-second pause after
each scan to simulate real operating conditions. This
operation is repeated infinitely to observe changes in two
key variables: scan frequency and state variation.
Through an infinite number of scans, we will record the
results of each observation, laying the foundation for
subsequent discussions to thoroughly analyze potential
variations and system behaviors. The objective of this
testing platform is to gain a comprehensive
understanding of the abnormal detection performance of
the virtual dam gate system.

Start:
Setting Target PLC

While true:
# For each iteration
While PLC’ s Reg is not END:
Reading Memory Address
End Loop
Save PLC' sStaten
Sleep n
Ifn>1:
Compare PLC’ sStaten &n-1
End If
End Loop

4. Experiment Results

This system effectively communicates the various
states and operational stages of the gate through distinct
light variations. When the gate is in remote monitoring

The Detecting Abnormal Operations

mode, the remote light is illuminated, indicating normal
system operation. However, if floodgate discharge is
required, personnel must adhere to regulations and
physically attend the site, prompting a switch to on-site
mode with the power light activated.

Following the commencement of operations, the
ascending light is activated if gate opening is necessary,
signifying the gate's upward movement. Upon reaching a
specified height while fully opening the gate, the
ascending light ceases, and both the on-site and power
lights illuminate, denoting complete gate opening. Upon
achieving full gate openness at the base, the fully open
light illuminates, the ascending light extinguishes, and
the descending light activates, indicating an impending
gate descent. Operation Process Diagram in Fig. 3.

However, during operation, anomalies such as short
circuits or system malfunctions might occur, potentially
causing gate loosening or jamming during ascent, leading
to an overload condition. In such instances, the system
should promptly react, for instance, by activating the
corresponding warning light to alert operators to perform
maintenance or emergency procedures.

In summary, this system proficiently communicates
the diverse statuses and phases of gate operations through
distinctive light cues. Additionally, it promptly issues
warnings during abnormal situations, ensuring
operational safety and manageability. Experimental
results as shown in Fig .4.

Half open

Fig. 3. Operation Process Diagram

Fig. 4. Experimental results

5. Conclusion
Given the complexity of abnormal operation
detection in industrial control systems (ICS), we opted to
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employ the Finite State Machine (FSM) method for
anomaly detection in ICS operations. Through a series of
tests conducted at the Dam Control System Cybersecurity
Testbed established by TWISC@NCKU in Taiwan, our
results demonstrated the effectiveness of our approach in
improving the efficiency of identifying non-standard
operational behaviors, enabling maintenance personnel to
promptly recognize anomalies. This study not only
constitutes a technical exploration but also emphasizes
addressing potential anomalies in unique scenarios. In
summary, this research provides a comprehensive and
effective approach to ICS security, particularly in the
realm of abnormal operation detection.
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