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Abstract 

In this paper, a four-dimensional conservative chaotic system is firstly analyzed and investigated. It is found that the 

four-dimensional conservative chaotic system shows some complex dynamics, such as multi-stability and strong 

pseudo-randomness. Secondly, based on pseudo-random sequences and two-dimensional discrete wavelet transform, 

an image encryption algorithm is realized. Finally, all the experiment results and the security analysis show that the 

algorithm show good encryption characteristics, which further prove the image encryption algorithm. 
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1. Introduction 

With the rapid development of computer and network 

technology, multimedia information occupies an 

increasing proportion in the whole human digital 

communication. The necessary encryption and protection 

of private digital information has become a growing 

concern. Compared with text information, image data has 

unique characteristics such as large amount of data, high 

redundancy and strong correlation between adjacent pixels. 

These characteristics make the traditional encryption 

algorithms used for text encryption no longer suitable for 

image encryption[1,2]. Therefore, it is urgent to find a fast 

and secure encryption algorithm for image encryption[3-

7]. 

    Chaotic system has good pseudo-randomness, 

ergonomic, unpredictability and sensitivity to initial values 

and parameters and other unique characteristics[8-13]. 

Therefore, these characteristics make chaotic system very 

suitable for image encryption. At first, J. Matthews and A. 

Robert[14] put forward the concept of "chaos cipher" in 

1989. Subsequently, many cryptography schemes are 

proposed based on chaos[15-30]. For example, Jeri 

Fridrich used reversible two-dimensional chaotic maps on 

a torus or square to create an image encryption algorithm 

for new symmetric blocks[15]. Wang et al. proposed an 

image encryption algorithm based on fractional-order one-

dimensional chaotic mapping with large chaotic space[7]. 

Chai et al. proposed a block-obfuscated image encryption 

algorithm based on three-dimensional Brownian motion, 

using Logistic Tent system to generate the direction of 

motion of particles, and introduce block-obfuscated image 

based on position sequence group[19]. Wang et al. 

proposed an image encryption algorithm based on hidden 

attractor chaotic system and Knuth Seinfeld algorithm[30]. 

However, the proposed scheme is mainly designed for 

some grayscale images, which require that the color 

images and multimedia data must first be converted to the 

same mode as the grayscale images, and then the scheme 

can be used for encryption. All above image encryption 

algorithms are based on dissipate chaotic system (DCS), 

few image encryption algorithms based on conservative 

chaotic system (CCS) have been proposed. Although DCS 

may have good pseudo-randomness, it produces singular 

attractors in the fractal dimension. Therefore, it is easy to 

be attacked by reconstructing the attractor. At the same 
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time, most of the orbit around the attractor is unreachable, 

so the ergodic property of DCS is poor. Compared with 

DCS, CCS does not generate attractors, which ensures that 

the attacker cannot reconstruct the attractor and crack the 

encryption scheme. Meanwhile, the dimension of CCS is 

consistent with that of the system, and it has better 

ergodicity than DCS. 

    In this paper, a conservative chaotic system is firstly 

analyzed. Subsequently, based on the conservative chaotic 

system and two-dimensional discrete wavelet transform, a 

new image encryption algorithm is proposed. Finally, the 

new image encryption algorithm is verified, and all the 

results are analyzed from the aspects of statistical analysis, 

difference analysis and speed. It shows that the algorithm 

has good security performance and operation speed, and 

significantly improves the key space. 

2. A Four-dimensional Conservative Chaotic 

System  

By studying the method of constructing four-dimensional 

conservative chaotic system by Qi et al., a new four-

dimensional conservative chaotic system is constructed on 

the basis of the method, which can be described as: 
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where 1x , 2x , 3x , 4x are state variables, 1 , 2 , 3 , 

and c  are system variables. When letting 0c  , 

1 2 3 4( , , , )     (5,6,7,8) , and choosing different 

initial values and system parameters, the system can both 

rich periodic dynamics and chaotic dynamics. In order to 

further study the reasons for chaotic dynamics of the 

system (1) from the perspective of energy, it is first convert 

into Kolmogorov form as follows: 
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H x x x x x     . It is found that 

the Jacoby matrix of system (1) is an antisymmetric matrix. 

Then keep all the state variables and system variables 

same as the above except for 3c  , when changing initial 

value 1x , the Lyapunov exponent diagram of system (1) is 

shown in Fig. 1. It can be found when 1 ( 1.8,3.7)x   , the 

system (1) shows a periodic or counter-periodic dynamics; 

when 1 ( 20, 1.8) (3.7,20)x    , the system (1) shows a 

chaotic dynamics. Next, set system variables

1 2 3 4( , , , , )c    (5,6,7,8,3) , when selecting initial 

values (0,5, 5, 3)  , system (1) shows a quasi-periodic 

attractor, when selecting initial values (10,5, 5, 3)   

system (1) shows a chaotic attractor, respectively, as 

shown in Fig. 2. 

 
Fig. 1 Lyapunov exponent diagram of system (1)  

 
(a) quasi-periodic attractor 
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(b) chaotic attractor 

Fig. 2  Phase diagrams of system (1) when 3c   

3. Image Encryption Algorithm  

3.1 Encryption process 

 

In this paper, the initial parameters of the system (1) are 

used as the encryption algorithm keys, and the plain image 

can be scrambled and spread by pseudo-random sequences 

generated by the system (1). In addition, during the 

scrambling operation, two-dimensional discrete wavelet is 

used to transform and extract the low-frequency part of the 

image. Here, only the low-frequency part is scrambled to 

improve the calculation speed of the encryption algorithm, 

as shown in Fig. 3. 

 

 
Fig. 3 Encryption algorithm flowchart 

 

The specific steps are as follows: 

Step 1: To ensure the validity of the sequence, delete the 

first 2000 values of pseudo-random sequences x value- , 

y value- ,  z value- ,  w value-  generated by the 

system (1), and start counting from the 2001th value; 

Step 2: Decompose the color picture I into three 

components, R, G, and B, denoted as ,RI ,GI BI
 

respectively; 

Step 3: Extract the approximate coefficients and detail 

coefficients (horizontal coefficient ch1, vertical coefficient 

cv1, diagonal coefficient cd1) using the "db1" wavelet 

basis functions for the three components of , ,R G BI I I . 

Taking the R component as an example, the extracted two-

dimensional array is marked as 1( , )R ca i j-

( 1,2,..., , 1, 2,..., )
2 2

m n
i j= = , and the extracted two-

dimensional array is converted into a one-dimensional 

column vector 1( )R ca k-  ( 1,2,..., )
2 2

m n
k = ?  by column; 

Step 4: Calculate from the 2001th value of w value- , 

and select 
2 2

m n
´  values in turn, denoted as ( )w value p-

( 1, 2,..., )
2 2

m n
p = ? . Sort ( )w value p-  from small to 

large, and record the sorted row vector as 1 ( )value pw ¢-

( 1, 2,..., )
2 2

m n
p¢= ? . If p k= , 1 ( ) 1( )R ca p R ca kⅱ- = - , 

forming a new column vector 1 ( )R ca pⅱ- . Finally, it is 

transformed into 
2 2

m n
´  matrix through the "reshape" 

function, so as to realize the scrambling of the approximate 

coefficients ca1 of the R, G, and B components; 

Step 5: Perform wavelet reconstruction on the 

approximate coefficients of the R, G, and B components 

after scrambling in Step 4 and the detail coefficients of the 

image before encryption, and finally get the R, G, and B 

components after scrambling, denoted as , ,r g bI I I ; 

Step 6: Calculate from the 2001th value of x value- , 

y value- , z value- , w value- , select m n´  values in 

turn, mark them as ( )x value p- ,  ( )y value p- , 

( )z value p- ( 1,2,..., )p m n= ? , and perform the 

operation of equation (3-1), so that all elements in these 

three vectors are in the range of [0,255] . 

                     mod(10000 ,256)
n ny y= ?                     (2) 

Step 7: Perform a bit wise XOR operation for 

( )x value p- , ( )y value p- , ( )z value p- generated in 

Step 6 with the elements in the rI , gI , bI  matrix, and 

finally get the encrypted R, G, B components, denoted as 

rI ¢ , gI¢ , bI ¢ ；; 

Step 8: Reconstruct rI ¢ , gI¢ , bI ¢  component generated 

in step 7, and finally get the color cipher text image I  . 
 

3.2 2D discrete wavelet transform 

 

In this paper, 2D discrete wavelet transform can be used to 

optimize the speed of the image algorithm. By 2D discrete 

wavelet transform, the image can be divided into low 
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frequency components ,LLI high frequency components 

,HHI
 
vertical components ,LHI

 
diagonal components 

.HLI The R component of Lena after secondary discrete 

wavelet transform is shown in Fig. 4.  It can be seen that 

most information of the image is concentrated in the upper 

left corner, i.e., ,LLI , while the other parts contain little 

image information, which can be ignored. Therefore, in 

image encryption, only ,LLI  of the image can be encrypted, 

greatly improving the speed of encryption. 

 
(a) before wavelet transform 

 
(b) after primary wavelet decomposition 

 
(c) after secondary wavelet decomposition 

Fig. 4 R component of Lena image before and after wavelet 

transform 

 

3.1 Experiment results 

 

In this subsection, an experiment for the image encryption 

algorithm is done by using some frequently-used color 

images whose size are 512 512 , such as Lena, as shown 

in Fig. 5 (a). Set key as 1 2 3 4( , , , , )c     (5,6,7,8,3)

and 1 2 3 4( , , , )x x x x (3,5, 5, 3)   , respectively, and run the 

image encryption algorithm, the cipher image is obtained, 

as shown in Fig. 5 (b). Use the same keys, the decrypt 

images are also obtained by running decryption algorithm, 

as shown in Fig. 5 (c).  It can be found that the decrypt 

images are consistent with the plain images, which shows 

the image encryption algorithm proposed in this paper is 

effective. 

 

 
(a) Lena 

 
(b) Cipher image of Lena 

 
(c) Decrypt image of Lena 

Fig. 5 Experiment results 

4. Security Analysis of Encryption Algorithm  

4.1 Histogram analysis 

 

The image histogram represents the distribution of pixel 

intensity values in the image. When the histogram of the 

image is flat and there is no fluctuation trend, it indicates 

that the encryption algorithm can resist the statistical 

attack well. Fig.6 shows the histogram of each component 

of the original image before and after encryption. It can be 

seen that after the encryption process, the original image 

with uneven histogram distribution is transformed into a 

cartographic image with uniform histogram distribution. 

The results also prove that the image encryption algorithm 

can resist statistical attacks very well. 

 
(a) R component 
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(b) G component 

 
(c) B component 

Fig. 6 Histogram of the plain image and the cipher image 
 

4.2 Correlation analysis of adjacent pixels 

 

The correlation between adjacent pixels is one of the 

important indicators to judge the security of the encryption 

algorithm. In this paper, a row and a column of pixels are 

selected from the original image and the encrypted image 

respectively, and the correlation coefficients between 

adjacent pixels are shown in      Table 1. As can be seen 

from Table 1, in the plain image, pixels in the vertical, 

horizontal and diagonal directions are strongly correlated, 

and the correlation coefficient is basically close to 1. 

However, the correlation between adjacent pixels in the 

cipher image is relatively small, and the correlation 

coefficient is almost close to 0, indicating that weak 

correlation between adjacent pixels. In addition, 

correlation of the R component in the plain image and the 

cipher image is also given to further show difference 

between them, as shown in Fig. 7. It can be found that the 

distribution of adjacent pixels in the plain image is highly 

concentrated, which means a strong correlation. Whereas 

the distribution of adjacent pixels in the cipher image is 

random, it means a weak correlation.  

Table 1 Corresponding correlation coefficients of plain image 

and cipher image 

 

 

(a) Horizontal direction of R component before and after 

encryption 

 
(b) Vertical direction of R component before and after 

encryption 

   

(c) Diagonal direction of R component before and after 

encryption 

Fig. 7 Correlation between adjacent pixels of R component 

 
4.3 Information entropy analysis 

 

Information entropy is used to characterize the strength of 

randomness of the system. For an image encryption 

algorithm with superior performance, the information 

entropy of the cipher image should be very close to 8.  

Table 2 shows the calculation results of the information 

entropy of the plain image and the cipher image. It can be 

seen that after encryption, the information entropy of the 

cipher image is closer to 8. Therefore, the algorithm has 

better information entropy characteristics, strong 

randomness, and good security. 

Table 2 Information entropy of original and encrypted image 
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4.4 Differential attack analysis 
 

For encryption algorithms, NPCR (pixel change rate) and 

UACI (uniform average change intensity) are usually used 

to evaluate if they can resist differential attacks well. 

Generally speaking, the proposed image encryption 

algorithm can resist differential attacks well, when NPCR 

is close to 1 and UACI is close to 0.334. NPCR and UACI 

calculated based on the proposed encryption algorithm are 

shown in Table 3. It can be seen NPCR of each component 

is close to 1, and UACI is close to 0.334. Therefore, the 

algorithm can effectively resist differential attacks. 
Table 3 Test results of NPCR and UACI 

 

5. Conclusion 

This paper proposes a new image encryption scheme based 

on a four-dimensional conservative chaotic system and 

two-dimensional discrete wavelet transform. The four-

dimensional conservative chaotic system is used to 

provide keys in the scrambling and diffusion process, two-

dimensional discrete small transform is used to separate 

the high-frequency coefficients and low-frequency 

coefficients of the image, respectively. The encryption 

algorithm has passed various security tests and has strong 

reliability and security, which can provide technical 

preparation for the application of the encryption algorithm 

in confidential communication and data hiding. 
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