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Abstract 

In order to protect the Cybersecurity of Industrial control system (ICS), we design a prototype of an ICS honeypot. 

All honeypots are controlled by a server, and using the description file to define honeypot’s characteristics, to achieve 

our honeypot system with scalability and high interaction. We compare our honeypot system and Conpot. the results 

show that the responses of our honeypot system have more interaction. Even more, our honeypot obtained a perfect 

score in the honeypot scoring mechanism of Shodan. 

Keywords: ICS, Honeypot, Cybersecurity, Shodan. 

1. Introduction

With the advancement of communication technology and 

network transmission, the Industrial Control System (ICS) 

[1]is no longer limited to local control in order to improve 

convenience. The industrial control system has moved 

from a traditional closed operation mode to an Internet 

connection environment, making the boundary between 

Information Technology (IT) and Operational 

Technology (OT) gradually blurred. Although it has 

increased convenience and many application possibilities, 

it is bound to face the challenge of network security, 

especially in key infrastructure facilities that control 

water resources, electricity, transportation systems and 

other important fields that maintain the basic functions of 

the city. They are often the target of hacker attacks. It is 

important to understand the attack method and formulate 

the defense method. 
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To avoid internal attacks from industrial control systems, 

we assume that the attacker can enter the internal network, 

in this paper we take Modbus/TCP protocol [2] as an 

example. Design a set of extensible description files 

using JSON (JavaScript Object Notation) [3] format to 

define the characteristics of a honeypot which disguise as 

a programmable logic controller (PLC) or other ICS 

devices. And our honeypot system will attract the 

attacker’s attention, record the entire process 

communication with the attacker, gather information 

about the attack, to help develop defense strategies. 

2. Background 

Industrial control system is often widely used in various 

automated factories and critical infrastructure.In recent 

decades, to improve the convenience, many industrial 

control equipment began to support the use of Ethernet, 

greatly increasing the remote operation and maintenance, 

but also added a lot of network security hazards. 

To understand the attack patterns of attackers, some 

scholars [7] suggest deploying honeypots on the ICS 

network to protect the ICS environment.However, with 

the development of honeypot technology, the attacker's 

hiding space is oppressed, and the attacker is also in the 

attack and defense, constantly improve the ability to 

identify the honeypot, if the fingerprint of the honeypot 

is mastered by the attacker, the honeypot will not play a 

substantial role. The Internet of Things search engine-

Shodan is a very common and effective tool for 

identifying honeypots  [5] . 

2.1. ICS Honeypot 

ICS honeypot attempts to imitate an ICS device, like a 

programmable logic controller (PLC). It can deceive or 

trap attackers, build various baiting hosts, network 

services or simulation scenarios, capture and analyze the 

attack actions, and understand the attackers. 

Conpot is a low-interactive open-source ICS honeypot 

developed by The Honeynet Project [4]. It is easy to 

implement and supports many ICS protocols (like 

Modbus/TCP, S7comm, EtherNet IP, etc.). However, its 

disadvantage is that its fingerprint features are obvious 

and easy to be identified by an anti-honeypot technology 

such as honeypot detection tools or IoT search engine. 

2.2. SHODAN IoT Search Engine  

Shodan is an IoT search engine commonly used by 

attackers to reconnaissance some device on the internet. 

Shodan have a big threat to the cybersecurity of ICS. It 

can also check whether it is a honeypot or a real control 

system by Shodan honeyscore [6]. For example, if a 

honeypot like Conpot uses a default configuration, 

Shodan can easily recognize it as a fake system, making 

the honeypot system worthless. 

 
Fig. 1. Honeypot System architecture 

3. ICS Honeypot System Design  

To solve the common problem of lack of interaction in 

ICS honeypot, this paper tests and observes the network 

response of real PLC and tries to imitate its response 

characteristics. The PLC has a register space for storing 

sensor values or data processing. This numerical 

information may express the temperature, humidity, and 

air pressure of the current industrial environment. To 

increase the degree of reality, the prototype of this 

honeypot, taking Modbus/TCP as an example, designed 

a set of description files using JSON lightweight data 

exchange language as the definition of honeypot 

characteristics. The description file is the core of the 

honeypot behavior. It is used to imitate the network 

response behavior of real industrial control equipment. 

The description file defines the honeypot IP address, port 

number, register address and value, response method, etc., 

for the user can quickly and flexibly configure the 

honeypot in the industrial control environment.  

3.1.  System Architecture 

The relationship between the honeypot controller, 

honeypot agent, and honeypots is shown in Fig. 1., There 

is a graphical user management interface on the honeypot 

controller, which can transmit honeypot description file 

to each honeypot agent, control opening or closing of 

honeypot in each honeypot agent, and view the honeypot 

log information, etc. 
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The honeypot agent parses the description files sent from 

the honeypot controller, generates the corresponding 

honeypots according to the feature of the description files 

and records the visitor information (such as IP address, 

port number, time, behavior, etc.) in the local database, 

and finally sends it back to the honeypot controller one 

by one. 

The honeypots are application layer programs in OSI 

model created by a honeypot agent to open protocol 

services, which is used to interact with the attacker server 

honeypot.  

3.2. Honeypot Description File Design 

The description file is the core of the honeypot and is the 

place to define the characteristics of the honeypot. The 

original idea is that the communication behavior of the 

equipment in the industrial control environment is simple, 

and it is often only used to transfer the data between the 

devices. The communication process is nothing more 

than HMI reading the sensor value through PLC, or the 

sensor sending the signal to PLC. Under normal 

circumstances, the industrial control system flow law, 

data type is not complex, so it is not difficult to imitate 

the network communication behavior of industrial 

control equipment. 

After the study of the real industrial control equipment, 

this paper takes Modbus/TCP, a common protocol in the 

current industrial control system, as an example, and 

imitates the surface observed by PLC in the network as 

the starting point. The simulated items, include PLC 

equipment model, IP address, port number, address and 

value of each register, implement of common standard 

function codes (read or write single or multiple registers), 

request the implementation of the exception code when 

an error occurs, and so on.  

Finally, the description file is organized into four blocks 

to simulate the network state of industrial control 

equipment: Device Info, Pot Type, Default Config, 

Behavior, and reserve space for expansion fields in each 

block, can be used to make up for other special undefined 

conditions. 

3.3. Modbus/TCP Implementation Method 

Different from other ICS honeypots, our ICS honeypot 

not only provides industrial protocol services, but also 

focuses on improving the authenticity of its responses. 

According to the specifications of Modbus official 

document [2], we use Socket to reproduce the honeypot 

system that supports Modbus/TCP protocol.First, the 

content of the description file is parsed according to the 

response mode set by the user, and the honeypot service 

is opened at multiple sites. The second step is to 

determine whether it is a Modbus/TCP request. The third 

step is to determine whether the data is abnormal and 

whether the data exceeds the interval. These processes 

Afterwards, it will reply to the attacker based on the 

response content specified in the description file. If it 

does not meet the above, it will reply to the attacker's 

corresponding exception code, and store the log in the 

database. 

4. Experiment and Result 

We compare the network response differences between 

the MASTek environmental control model, Conpot, and 

the prototype of our industrial honeypot system, and 

using Shodan’s scoring mechanism for honeypots-

honeyscore, can Shodan recognize the two honeypots as 

ICS or honeypot devices? 

Then, the results of exploring our honeypot by Shodan 

can be seen that our honeypot is an equipment of 

industrial control system in the view of Shodan, and our 

honeypot can adjust the exposed equipment information 

on port 502. Using the Honeyscore scoring mechanism 

of Shodan, and the evaluation result indicated that the 

honeypot system might be real, and the Honeyscore was 

0.3(honeypot would be determined if the Honeyscore 

was above 0.5). 

Similarly, Shodan is used to actively scan Conpot’s IP. 

The features of Conpot have been completely mastered 

by Shodan and label it as a honeypot on the industrial 

control system. In the Honeyscore evaluation, the score 

even came to 1.0, that is, Shodan is fully confident that it 

is a honeypot device. In other words, this kind of trap has 

been difficult to lure an attacker. 

5. Conclusion 

In this paper, a honeypot description file framework was 

designed to imitate the characteristics of industrial 

control system’s equipment and implemented by taking 

Modbus/TCP protocol as an example. Our honeypot 

system has the characteristics of high expansion. The 

honeypot agents in different industrial environments can 

be centrally controlled by one honeypot controller, and 

more than one honeypot device can be deployed on each 

agent, which makes it a complete honeynet system. 
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Our honeypot system compared to Conpot is also very 

interactive in the network response. The response content 

is based on the characteristic response defined by 

description file, which makes it equivalent to the 

response of real industrial control equipment. 

The authenticity of our honeypot system was verified on 

the Shodan Internet of Things search engine. The results 

show that our honeypot system can avoid the inspection 

mechanism of Shodan for ICS honeypot, Shodan label 

our honeypot system as ICS device. In terms of 

authenticity, our honeypot system can also perform well. 
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