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Abstract

This paper proposes a personal authentication sys-
tem that uses tactile stimuli. Recently, scientists have
been conducting research in biometrics using biomed-
ical information. However, there is the problem that
biomedical information is unchangeable. For example,
if a thief steals another user’s biomedical information,
that person has no information to register. Due to
the problems of sight information and unchangeable
biomedical information, we propose a solution that
uses the sense of tactile stimuli. Tactile information is
difficult to steal and relies on human memory, which
is unchangeable.

This paper proposes a system that uses a pattern
formed by a tactile stimuli time series instead of a
password number as the identification key. We also
discuss the results of an identification experiment and
a memory property experiment.

1 Introduction

Recently, passwords and password numbers have
been used as non-facing personal identification. But,
in systems that use passwords and password numbers,
the identification key may be stolen by human sight.
For example, a user’s password can be stolen by cam-
eras in the ATM system of a bank. This situation
implies that general passwords and password numbers
are visual information, and an identification key con-
veyed by sight information can be a problem.

The biometric research using individual physical in-
formation (retina, face, pattern of blood vessels, etc.)
has recently been active. Biometrics has the advan-
tage that individual information cannot be stolen eas-
ily, but it has the disadvantage that if registration in-
formation is stolen once, it cannot be used again. In
other words, the biometrics system has a problem with
the changeability of information [1].

The human’s tactile sense can perceive information
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such as invisible stimulus. To develop a personal iden-
tification system based on using tactile stimulus, we
can prevent the visual leakage of intelligence informa-
tion and also realize the changeability of the registra-
tion information. This study proposes the develop-
ment of a personal identification system using tactile
stimuli as an identification key.

2 Identification System

2.1 The pattern of a tactile stimuli time
series

Table 1 shows a comparison of the system using
password numbers and that using the pattern of a tac-
tile stimuli time series. Users memorize the rhythmical
sense of the tactile stimuli time series and use it as an
identification key [2]. In the system using password
numbers, the numbers from 0 to 9 are elements of the
identification key. However, this system has the char-
acteristic that it uses tactile stimuli. Also, a system
that uses the a PIN uses four digits, but our system
consists of six patterns of tactile stimuli. Because the
frequency differential limen of tactile stimuli has limits
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Figure 1: The pattern of the tactile stimuli time series

[3]-[5], in this research the elements of the identifica-
tion key must be decided based on human frequency
differential limen. According to this, we researched
the human frequency differential limen in tactile stim-
uli through a previous experiment [6][7]. We put a
mark (Sp, S1, S, S3 and S4) on five kinds of tactile
stimuli that were distinguished through the previous
experiment. It is assumed that Sy does not have any
tactile stimuli condition. Sy is usable as an element
of the identification key, because it is a condition of
no tactile stimuli. Six tactile stimuli are chosen from
five types of tactile stimuli elements; obviously, there
is some duplication. The chosen stimuli are arranged
in a time series, which is named ”the pattern of tactile
stimuli time series” and is used as the identification
key. Sp is excluded from the start and end of the
pattern in order to confirm the start and end of the
pattern of the tactile stimuli. In total, 4 x 5 x 5 x 5 X
5 x 4 = 10,000 kinds of varieties can be created. This
variety corresponds to that for four figures in password
numbers. For convenience, we used six stimuli, labeled
I‘VI, in the time series. Also, the pattern of the tac-
tile stimuli time series was separated into a first group
and a last group, which was separated by a break of
7 seconds. Figure 1 shows the pattern of the tactile
stimuli time series. An element of the tactile stimuli is
presented in 512 ms, and the all of pattern of the tac-
tile stimuli time series is presented in 3,584 ms (This
includes the break time).

2.2 The proposed system

The proposed personal identification system is
shown in Figure 2. Information from a personal com-
puter (PC) is output to the users’ interface, which is
composed of a monitor and a tactile stimuli vibration
device. All information related to the identification
key is passed through a tactile stimuli vibration de-

CISAROB 2008 90

The Thirteenth International Symposium on Artificial Life and Robotics 2008(AROB 13th " 08),
B-Con Plaza, Beppu, Oita, Japan, January 31-February 2, 2008

Natabase of register stimuli pattern

( \__/ User A

Data of register stinuli pattern of user A

%Wmmm (i /Data of register stimuli pattern of userh
Henory address A
{D\nswer is correct. |

(opare sy or
Thnswer is incorrect. |

Data of the stinuli pattern  Nesry address B
that a user adjusted. \PDHWMW‘F[ HHHH HHHH|

Figure 2: Components of the system

vice. The process of identification is as follows. Users
touch a tactile stimuli vibration device with a part of
their body (for example, a finger, etc). Then, each user
forms his or her own ”pattern of tactile stimuli time se-
ries” by controlling the PC’s interface (keyboard and
mouse). After that, each user registers and memo-
rizes their chosen pattern of tactile stimuli time series,
which is usable as an identification key. In a situation
requiring personal identification, the users reproduce
the registered pattern of the tactile stimuli time series
in the same way as that used in the process of registra-
tion. At this time of identification, the system com-
pares the registered pattern of the tactile stimuli time
series with the reproduced pattern of the tactile stim-
uli time series. If the reproduced pattern corresponds
with the registered pattern, personal identification is
achieved; otherwise, identification is not achieved.

3 Experimental Methods

The experimental system is displayed in Figure 3.
The tactile stimuli vibration device in this experi-
ment is a piezoelectric transducer (PZT) vibrator (Mu-
rata Manufacturing Co., Ltd. 77B-21-19R7DM4AO0),
which is a circular device 20 millimeters in diameter.
The waveform of the voltage is the pattern of the tac-
tile stimuli time series that was output through a D/A
transfer board (Interface Co., Ltd. CSI-340312) and
operational amplifier (OP AMP). Then, this is input
to the PZT vibrator.

The five kinds of tactile stimuli (Sg, S1, S2, S3 and
S4) are differentiated as rectangular voltage, each of
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Figure 3: Experimental system

which corresponds to 0 kHz (no signal), 1/128 kHz,
1/64 kHz, 1/24 kHz, and 1/4 kHz, respectively. The
voltage is input to the PZT vibrator, which generates
the vibration stimuli.

Subjects wear earplugs and a headphone that elim-
inate the sound of extraneous vibrations during ten
experiments. Subjects gently pick up the PZT vibra-
tor by the thumb and forefinger of the left hand. Sub-
jects operate the input device corresponding to the
pattern of tactile stimuli time series output from the
PZT vibrator; we refer to this as tactile feel. This
practice is carried out for about an hour before the
experiment, because it familiarizes subjects to the ex-
perimental method, the experimental process, and the
PZT vibrator.

In the identification experiment, subjects feel tac-
tile stimuli in a random pattern of the tactile stim-
uli time series. Using an input device, they adjust
the pattern of the tactile stimuli time series to create
their own input, and register the pattern. Hereafter,
we just present a generic registered pattern instead
of the user’s registered pattern of tactile stimuli time
series. Subjects are instructed that they are prohib-
ited from choosing a pattern of tactile stimuli time
series that can be easy memorized (for example, 1111,
2222, 3333, 4444, in password numbers). After one
hour, subjects are asked to reproduce the register pat-
tern from the random patterns of tactile stimuli time
series. What is reproduced is the pattern of the tac-
tile stimuli time series, which appears at the personal
computer. Hereafter, we just use a presentation that
reproduces a pattern instead of the reproduced pat-
tern of tactile stimuli time series. We decided to use
that as one trial. Ten trials were then carried out over
two weeks. These trials represent the identification ex-
periment. Then, the subjects were tested again after
five months as a memory experiment. Subjects were
asked to reproduce the pattern of the 10th trial as the
registered pattern in the memory experiment. In this
paper, we separately report the results for the iden-
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Figure 4: Result of the identification experiment

tification experiment and memory experiment. Then
we analyze the results of the identification by cluster
analysis and correlation analysis.

4 Experimental Results
4.1 Results of identification experiment

These experiments were carried out with 18 adults
(14 males, 4 females) who were from 20 years old to 43
years old. Figure 4 shows the result of the identifica-
tion experiment. This figure represents the patterns of
tactile stimuli time series chosen by the subjects. The
patterns are shown as color tones, and are arranged
from 1 to 4 in one record. The first column represents
the register pattern, the 2nd represents the reproduced
pattern of the first trial, and so on. The results of the
identification experiment are as follows.
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Figure 5: Results of the memory property experiment

Twelve subjects, ranging from A to L, correctly re-
produced the register pattern for all ten times trials.
Although five subjects (from J to L) incorrectly repro-
duced after ten enforcements, they began to reproduce
the pattern successively after having repeated a trial
after subordinate to one pattern while repeating the
enforcement. There is room for improvement since this
result implies that the practice beforehand was insuffi-
cient. Also, it is difficult to confirm the efficiency of the
technique because there were no successes for subject
R. From the above-mentioned results, it is possible to
verify that twelve subjects could remember a certain
pattern of tactile stimuli time series and reproduce it,
even though the method should still be improved.

4.2 Result of memory property experi-
ment

In this experiment, 12 adults (9 males, 3 females)
carried out the identification experiment. Figure 5
also represents the pattern of tactile stimuli time series
through color tones, arranged from 1 to 4 for one test.
Three subjects A, B, and C completely reproduced the
register pattern after five months had passed. Five
subjects (subjects E, F, G, H, and I) had shown an
uneven result in the first part of the trials. However,
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they could reproduce the register pattern successively
while repeating the enforcement. Three subjects (J,
K and L) could not reproduce one pattern out of the
six that they chose as the register pattern. As for
subject M, he could not remember the register pat-
tern at all and reproduced an entirely different pat-
tern. These results imply that there was insufficient
practice in advance. Also, the results imply that sub-
jects felt insecure because they did not know their real
register patterns. From the result of the experiment
of the memory property, we could confirm that eight
subjects among twelve subjects could remember and
reproduce correct patterns over the long term of five
months. In addition, even though subjects J, K, L
and M could not reproduce all the patterns correctly
according to the register pattern, there is room for im-
provement because they showed a reproduction of the
regular pattern in reverse order.

5 Analysis

5.1 Cluster analysis

By interpreting the tendency of reproduced pat-
terns of 10 enforcements of 17 subjects, it is possi-
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Figure 6: The norm of 3-dimensions

ble to presume that some subjects chose easier tactile
stimuli. We divided the pattern of tactile stimuli time
series into a first group (I, II and IIT) and a second
group (IV, V and VI). Then, considering three tac-
tile stimuli as three changeable regular numbers, we
obtained each norm after transforming each number
into a three-dimensional vector. The tendency for the
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Figure 7: Result of cluster analysis

frequency of the subject may come from the fact that
the proportion of subjects choosing the low frequency
tactile stimuli is large if the norm is low. Taking the
calculated norm as a variable, we estimated the simi-
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larity of the reproduced pattern by the median method
of cluster analysis.

Figure 7 is the dendrogram from the cluster analy-
sis. The left part is the result of the former half and
the right is the result of the latter half. It shows the
square of the norm on the horizontal axis and the 17
subjects on the vertical axis in ascending order.

It does not recognize the difference of the prescrip-
tion from the fact that the norm which subjects chose
was around from 1 to 1.5 on the vertical axis. It can
be recognized that 1 cluster is formed at 0.9 for the
second group while the square of the norm is formed
on the horizontal axis, and 1 cluster is formed at 0.3
for the first group. These results show that subjects
were thinking that they were going to correctly iden-
tify the pattern in the second group more so than did
the first group.

5.2 Correlation analysis

For this research, we needed to clear up the relation
of the strength and weakness of the tactile stimuli el-
ement. Therefore, we carried out another experiment
to clear up the relation of the strength and weakness.

We confirmed that the tactile stimuli elements have
a relation which is Sop < 51 < S < S3 < 84, as
given in another experiment[11]. We calculated the
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Figure 8: Correlation of coefficient

quantity of change for each element of the pattern. For
convenience, we just use the expressions AI-IT, ATI-III,
AIV-V and AV-VI instead of the quantity of change
from I to II, from II to III, from IV to V and from V to
VI. And then, each quantity of change was calculated.

Figure 8 shows the result of the calculations. The
correlation of the coefficient of AI-IT and AII-III is
0.81. This is a strong correlation for AI-IT and AII-
III. However, the other correlations of the coefficient
are weak at 0.12, —0.02, and —0.34. Specifically, this
shows us a high significance in the quantity of change



of the first group (I, II, IIT). These results authenti-
cate that subjects choose easy perception of the tactile
stimuli in first group.

6 Conclusion

This paper proposes a system that uses the pattern
of a tactile stimuli time series instead of a password
number as an identification key. To verify the pro-
posed system, we carried out an identification experi-
ment and a memory property experiment.

The results of the identification experiment con-
firmed that 18 subjects could remember the pattern
of the tactile stimuli time series that was chosen by
each subject. The results of the memory property ex-
periment confirmed that the some subjects could re-
member the pattern of tactile stimuli time series for a
long period (5 months). Also, through cluster analysis
and the correlation analysis of two groups of subjects,
we confirmed that subjects chose easy perceptions for
the pattern of tactile stimuli time series in the first
group, and subjects choose various patterns of tactile
stimuli time series in the second group.

In the future, we intend to research definite tac-
tile stimuli in humansf perception, including easy-to-
perceive tactile stimuli.
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